Re: Information Leakage in | .in via asp.net error disclosure

From rvdp@nciipc.gov.in
To kartiksharmakk
Date Thursday, January 27th, 2022 at 10:14 AM

Dear Researcher,
1. We acknowledge the issue reported by you.

2. NCIIPC is the National Nodal Agency for Critical Information Infrastructure (Cll) Protection.

(Critical Information Infrastructure as per Information Technology Act 2000 (amended 2008) implies
Computer resource, the incapacitation or destruction of which shall have debilitating impact on National
Security, Economy, Public Health or Safety.)

3. The inputs after verification would be shared with the concerned agencies for remediation, as
applicable.

4. We look forward to your continued contribution.

Thanks & Regards
Team RVDP, NCIIPC

From: kartiksharmakk@protonmail.com

To: "NCIIPC RVDP" <rvdp@nciipc.gov.in>

Sent: Wednesday, January 26, 2022 6:46:40 PM

Subject: Information Leakage in[].in via asp.net error disclosure

The website[1.in has a misconfiguration in web.config file due to which the web server running on this host is
displaying verbose error messages for ASP.NET applications and stack trace in various parts of[ |.in website
on encountering any exception error

i have written the steps to reproduce in page 2 of the attached Vulnerability_Disclosure_Form.pdf and Remediate Action
in page 3 of the Vulnerability Disclosure Form.pdf
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Azadi
Amrit Mahotsav
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